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Business Continuity Policy/Plan

Purpose

The purpose of the Business Continuity Policy/Plan is to set out how the organisation would ensure business, including apprenticeship training, continues in the event that its systems and networks are affected by an event such as adverse weather conditions, a complete shutdown or grid lock of local roads, a flood or fire on the premises, a terrorist event, a gas leak in the office or surrounding areas, a pandemic etc.
Communication Channels

For any issues with the phone lines please follow the phone recovery process, our telephone and internet provider is BT. Key members of staff, including Directors, have VOIP phones at home that seamlessly connect to the office mainline ensuring the mainline can be answered remotely.
As a member of staff should you be at home when the incident/event occurs then wherever possible a member of the SMT will telephone you to advise best course of action and information will be posted on TheLightBulb WhatsApp group. Should you be in the office then a member of the SMT will advise on the course of action for the rest of that working day.  Whenever possible staff will be alerted to the chance of adverse weather and arrangements made the day before the expected disruption.
Staff with employer/apprentice/learner face to face visits booked, which will prove impossible, dangerous or contrary to govt advice, have the responsibility of contacting these and whenever possible using alternative remote meeting methods such as zoom and Microsoft Teams to maintain continuity of learning.  Staff will have access to all contact information via remote digital links to MIS systems.
All staff must have the contact numbers of Directors and their line managers and vice versa.
Directors will manage information posted on TheLightBulb website and social media platforms informing of the situation and keep this updated.  If necessary, an email will be sent to all learners and apprentices through the e-portfolio system advising them of the event and procedures in place.  Employers will be contacted by the employer engagement team.

Funder and DFE Contact Details

In addition to contacting staff and relevant employers/apprentices/learners who could be impacted, and dependent on the nature of the event a Director will contact the DFE to inform them using Brittany Gavit, FE Territorial Team, London and the South East, as the conduit.  Her details are: brittany.gavit@education.gov.uk telephone 0207 340 7064.

The main number which can also be used to contact the DFE, as provided by the FE Territorial Team, is 0845 377 5000.

With all other contracts being delivered by TheLightBulb and impacted by a business disruption the relevant Funding Contract Manager/Employer Contact will be informed.

Transportation links
TheLightBulb head office and training centre was chosen for its transport links and accessibility negating the likelihood of all possible links being unavailable at once.
By road it is close to 3 major A roads (A127, A130, A13) which allows for numerous access routes to the centre, in case of closure of one of these then there are many alternatives.

By bus it is within walking distance of a variety of bus stops linking throughout South Essex and to train links.

By train it is within a short bus ride of two major train links from Wickford (Greater Anglia) and Basildon (C2C).  It is also within a 30 minute walking distance of both stations.
Business critical systems
To ensure continuity of business-critical systems TheLightBulb will whenever appropriate use external hosts and cloud based systems.
Systems used by TheLightBulb Staff

Microsoft Outlook the main email and diary system is hosted externally, and cloud based via Cobweb as such staff will be able to use this on their laptops, phones and/or iPads from any location with wireless or internet connection.
All critical business information residing on TheLightBulb servers are backed up with restorations as follows:

1. Tuesday and Thursday a full backup image of the server is taken to removable storage which will allow us to restore the whole server in the event of failure, the restore will take about 4 hours.

2. Monday Wednesday and Friday all data is backed up to removable storage. 

3. Every night a full data backup is taken to a Cloud backup service and a disaster recovery system is in place with this 3rd party.

4. Restoration of systems will take place within the same working day.

TheLightBulb are in the process of moving all internal information onto SharePoint and decommissioning the server, this will be completed by July 2023.  The use of SharePoint will minimise any disruption to services caused by a loss of broadband or electricity to the Head Office (location of server)
Systems used by apprentices and other learners.
All systems used for apprentices and other learner training purposes are cloud based and vendor hosted.  These systems include an e-portfolio (Learning Assistant), English and maths e-learning platform (Skills Forward formerly For Skills) and a learner intranet hosted on Padlet pages. In the event of TheLightBulb not being able to deliver training we will liaise with Learning Assistant and Skills Forward to guarantee learner access to resources and their work.
Portable Equipment
All staff use company laptops which they remove from the premises each night and have remote access to TheLightBulb’s server and all cloud-based services from these. This further enhances the continuation of the business in the event of disaster.  

Staff who have company mobile phones must take them home each night and keep them fully charged. During periods of annual leave or long term sick mobile phones will be diverted to the office 01268 270648 number.  Our phone system provides the capability of working anywhere via the internet and to transfer calls from an office phone to a mobile, allowing additional continuity.
Data Security Breach

Should there be a data security breach then please advise a Director immediately and follow the process stated in the GDPR policy.
Premises

The vast majority of training takes place at employers or hosted premises.  For workshops held off site from the employers should the training locations not be available for unforeseeable reasons then to minimise disruption to the timetable the venue will be changed to another location within a 3 mile radius (whenever possible), moved to a virtual platform or if necessary rescheduled to a mutually agreeable date. When required and throughout the pandemic, delivery has been hosted remotely using platforms such as Zoom and Microsoft Teams.
In the event of Edison House being unavailable then all staff can work from home with full access to all systems in the short term whilst alternative premises are set up, TheLightBulb have a list of suitable office space for this purpose.  This has been enabled by all staff having use of portable digital equipment and the increased use of platforms such as Zoom, Microsoft Teams etc.  Our capability to move the entire organisation to home working was initially tested in March 2020 with success, we are now able to do this with no notice.
Key/Critical Staff
Management Team

The current management team are all identified as key/critical staff members and comprise of:

Managing Director (DSL) – Suzanne Tilling

Contracts Manager (non apprenticeship programmes) (Deputy DSL) – John Walsh

Apprentice Manager – Amy McTaggart

Delivery staff

TheLightBulb organisation chart holds the list of current delivery staff all of whom are deemed as Key Staff Members.

In the event of a trainer/learning development mentor not being able to attend/deliver a training day due to sickness or other reason, then the trainer will be substituted wherever possible and the Learners/Apprentices/Employers informed within a timely manner dependent on notice given by staff member.  In the case of long-term sickness or termination of contract for a learning development mentor then an alternative will be assigned immediately to “caretake” the apprentice/learners to ensure continuity of learning.
Learners/Apprentices/Employers will be kept informed by preferred contact methods to advise of any cancellations or changes.
Staff communication and questions

This policy forms part of policy awareness at induction and will then be discussed at the next team meeting following policy review. Should any staff have questions about this policy/plan then please speak with a Director.
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